[image: \\ADS.pnu.edu.sa\PMCRB_USR_Profile\User_Groups\UGroup-02-B\sfalmutairi\Downloads\23-05-36 03-11-35 م.png]

[bookmark: _GoBack][image: \\ADS.pnu.edu.sa\PMCRB_USR_Profile\User_Groups\UGroup-02-B\sfalmutairi\Downloads\23-05-36 03-27-09 م.png]
image1.png
tions|
Router(config)#crypto isakmp enable IPsec on the router For router #1
Router(configi#erypto isakmp policy 1 To set a new policy with number 1

Router(config-isakmp)#authentication pre-share Using shred Key authentication method

Router(config-isakmp)#encryption aes  To use symmetric encryption AES

Router(config-isakmp)#hash sha To use hash alghorthim sha for data integrity

Router(config-isakmp)#group 2 Use diffe helman group 2

Router(config-isakmp)#exit

Router(config#crypto isakmp key 0 address 11.0.0.1 0.0.0.0 (0 is the key that will be used with next site, next site ip address
s 11.0.0.1 and note on packet tracer we use 0.0.0.0 instead of subnetmask.

Router(config)#crypto ipsec transform-set hamad esp-aes esp-sha-hmac  To set transform set called hamad with protocol ESP
Router(config)#crypto ipsec security-association lifetime seconds 86400 The pre-share key will expire after 86400 seconds
Router(config)?ip access-list extended saud To create an ACL called saud to tell which traffic will use the VPN tunnel
Router(config-ext-nacl#permit ip 12.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255 To permit from (12.0.0.0) to (10.0.0.0)
Router(config-ext-naclexit

Router(configi#crypto map auda 100 ipsec-isakmp ~ To create a crypto map called auda with seq number 100

Router(config-crypto-map)#match address saud o link the ACL to the crypto map
Router(config-crypto-map)#set peer 11.0.0.1 To link the next site ip address to the crypto map
Router(config-crypto-map)#set pfs group2 To link DH group 2 to the crypto map
Router(config-crypto-map)#set transform-set hamad “To link the transform set to the crypto map
Router(config-crypto-map)fiex

Router(config)#int fa 0/1 “To apply the crypto map 'auda’ to interface that facing the next site link

Router{confie-iNZcrvoto map auda To turn on the ervpto map 'auda’
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sed commands and their functions in Rot
Router(config)erypto isakmp enable  To enable IPsec on the router
Router(config)#erypto isakmp policy 1 To set a new policy with number 1
Router(config-isakmp)#authentication pre-share Using shred key authentication method

kmp)#encryption aes  To use symmetric encryption AES

akmp)#hash sha To use hash alghorthim sha for data integrity

akmp)#group 2 Use diffe helman group 2

Router(config-isakmp)#exit

Router(config)#erypto isakmp ey 0 address 11.0.0.2 0.0.0.0  (0) is the key that will be used with next site, next site ip address
s 11.0.0.2 and note on packet tracer we use 0.0.0.0 instead of subnetmask.

Router(configj#crypto ipsec transform-set hamad esp-aes esp-sha-hmac  To set transform set called hamad with protocol ESP
Router(config)#erypto ipsec security-association lifetime seconds 86400  The pre-share key will expire after 86400 seconds

Router(config)#ip access.list extended saud To create an ACL called saud to tell which traffic will use the VPN tunnel
Router(config-ext-nacl#permit ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255 ‘To permit from (10.0.0.0) to (10.0.0.0)
Router(config-ext-naclyexit

Router(config)#erypto map auda 100 ipsec-isakmp  To create a crypto map called auda with seq number 100
Router(config-crypto-map)#match address saud To link the ACL to the crypto map
Router(config-crypto-map)set peer 11.0.0.2 o link the next site ip address to the crypto map
Router(config-crypto-map)#set pfs group2 To link DH group 2 to the crypto map
Router(config-crypto-map)set transform-set hamad To link the transform set to the crypto map
Router(config-crypto-map)#ex

Router(config)#interface fastEthernet 0/1 To enter into to fastEthernet 0/1 that facing the next site link.

Router(config-ifjtfcrypto map auda To apply the crypto map 'auda’ to fastEthernet 0/1




